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RISCOS DE INTEGRACAO XML & SOA Cgvordef

» Remover gargalos de
processamento

Monitoramento Performance > Aplicar Gerenciamento de
Identidade em SOA

» Centralizar a Administracao
Gerenciamento de Poll’ticas

Seguranca de

Identidade

» Roteamento condicional e
transformacao

XML Networking Controle de Politicas » Defesa contra ameacas

> Fornecer visibilidade ao uso
de servicos

SIZE CONSULTORIA



QUEM SOMOS Cgvordel”

» Lider no mercado de produtos de protecéo e gerenciamento XML.
» Escritorios: Reino Unido, EUA e Irlanda. Revendas em todo o mundo.
» A Vordel oferece um conjunto de produtos para gerenciamento de SOA.

* Integra-se com CA/Netegrity, Entrust, IBM, Microsoft, RSA Security,
Software AG, Sun.

« Da seguranca as empresas, para utilizar XML em seus negocios.

SIZE CONSULTORIA



A NOVA FRONTEIRA DA SEGURANCA CQVOF‘def

|
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Dados Database -
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T e oo
- Back-Office Organizac&o Parceiros + EXposicao
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PRODUTOS Cgvordel”

VORDEL 6

» Acelerar o processamento, gerenciar e manter a
seguranca XML

> Testar e Gerenciar Web Services

» Construido sobre o expertise conquistado pela
Vordel como Lider de Mercado

SIZE CONSULTORIA



PRODUTOS

Vordel XML utilizado como Firewall
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PRODUTOS

Vordel XML utilizado como Gateway na Rede
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PRODUTOS

Vordel Policy Director
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PRODUTOS

Vordel Reporter - Relatorios centralizados
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PRODUTOS

VORDEL 6
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VORDEL 6: Sistemas Operacionais e Hardware

OpcoOes de Sistemas Operacionais:

Incorpora o engine VXA (Vordel XML Acceleration).

* Funciona com 0s seguintes sistemas operacionais: Windows 7, Vista, XP
e Server 2003, Red Hat Linux, Suse Linux ES, Ubuntu Linux, Debian
Linux, Solaris 10 Sparc

OpcoOes de Hardware :

Hardened Appliance

Software for Windows, Linux, Solaris
VMware Appliance

Amazon EC2 Cloud AMI Image

SIZE CONSULTORIA



Vordel
(all products)

NetContinuum
with Forum XWall

Reactivity
(XML Gateway)

IBM Datapower
(XML Gateway)

Forum Systems
(Sentry or XWall)

Intel/Sarvega

Partial support
ACFeSS Control NO (Sentry has Access
using WS- YES (u_ses Forum XWwall YES YES Control support. YES
Security which has no support XWall has no support
for WS-Security) for WS-Security)
XML Threat YES
Analysis YES (through Forum XWall YES YES YES YES
software)
YES . :

(inbuilt in VS3000 Partial support Partial support NO
Hardware appliance, or via (through nCipher and (XWall has is a pure
Acceleration pahird-party YES Tarari at additional YES software product. (Software product’

cceleratio acceleration cards in cost; basic system Sentry includes a only, is part of Intel’s

VordelSecure and has no acceleration) SSL accelerator) software group)

VordelDirector)
Full-featured YES .

(HTML reporting,
Web-base Service Level NO NO NO NO NO
Reporting Agreements,

monitoring, reporting)
Integration with (RSAYEEUSst . Partial support
Identity Tivoli, LDAP, SAML, NO YES YES (Ng; iﬁiﬁiﬂﬁgiith NO
Management Sun, Obltix)/Oracle, Vordel has)
etc

Security Token
Securtty YES NO NO NO NO NO
Security testing YES YES
tool (Vordel SOAPboX) NO NO NO (Forum XRay) NO
Solution to the YES NO
“Last Mile” (security can be YES YES (strictly appliance YES NO
problem deployed at host) only)
Page 14 07/07/2011 Commercial in Confidence




PLATAFORMAS DE INTEGRACAO

Plataforma SOA
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http://www.bee-ware.net/en/index.php

VORDEL XML COMO FIREWALL

Protecao de ameacas para aplicacdbes XML contra ataques maliciosos e acesso nao
autorizado

> Prevencao de Ameacas

> Clogging attacks, service scanning, XML DoS, Data harvesting, SQL injection,
vulnerabilidades em parsers XML, frameworks .Net e J2EE

> Autenticacao do Cliente
> HTTP-Auth, Certificados X.509, WS-I Basic Security profile
> Alerta em Eventos de Seguranca
> Lista Negra integrada com Firewalls de Rede
> Validacao de Dados
> Validacao de Mensagem contra Schemas XML e WS-| Basic profile
> Deployment Rapido
> Politicas pré-criadas

> Seguranca para diferentes tipos de aplicaces
XML

> SOAP, Plain XML, REST, XSLT
> Rastreio para Auditoria
> Monitoramento em Tempo Real

SIZE CONSULTORIA



VORDEL XML GATEWAY

> Aplicacdo a nivel de Rede
> Reducéo da carga XML com transformacéo de dados, roteamento e aceleracao

> Facil Utilizacéo
> Pre-hardened appliance, nao requer instalacao

> Aceleracao de Aplicacao

> Reducéo da carga do XML sobre o Application Server utilizando o engine de
aceleracdo VXA

> Roteamento

> Roteamento condicional baseado no ID, conteldo e tipo de conteudo para as
aplicacoes

> Gerenciamento de Identidade
> Suporte a infraestrutura IAM para autenticacao e autorizacao do trafego XML

SIZE CONSULTORIA



VORDEL XML GATEWAY

>

Mediac&o de Identidades
> Mediacéo entre diferentes schemas de seguranca

> Performance

> Uso da patenteada VXA (Sistema de aceleracédo de seguranca XML que inclui
aceleracao de criptografia)

D@ L G @ resinsziesae.

> Virtualizacao de Servico
> Pontos de protecao de acesso direto

ssssssss

er SNMP Server SSH Server XML Goteway

XML Gateway Configuration
System Settings

Encryption Passphrase

> Controle de Trafego =
> Protec¢do contra volume de trafego ndo et s ot

Location and Login Details

URL [
e S p e rad O s :t::i/:.ocalhosl 8090/configuration/policies

7|

> Enriguecimento de Dados —

Stop XML Gatewsy Stop the XML Gateway process. This will stop all traffic through the appliance.
MMG&: Start the XML Gateway, allowing processing of the messages through the apphiance. Configuration =
will be re-read.

> Preenchimento do conteudo dos e UL SR ;
documentos XML - (g S
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VORDEL XML GATEWAY

> Monitoracao de Web Services

> Monitoracao e relato de uso dos Web Services

> UDDI

> |[ntegrac&o com registros UDDI

> Service Manager
> Maior controle e facilidade na configuracao das
* politicas de seguranca

* Configuragao de Politicas baseado em interface WEB

Servers
SNMP Server  SSH Server XML Gotoway.

XML Gateway Configuration
System Settings

= F
H V4 DATA |
* Importa e protege servicos Web através de “drag-n-drop” e
::mm- I»:: ":I/:amms‘ B090/conhgurBhon/poliGes
Pa wni".__—
* Desenvolvido para ser usado como uma regra de configurage |0

desenvolvimento

* Necessita menos conhecimento em desenvolvimento e, permite maior controle

SIZE CONSULTORIA



VORDEL XML GATEWAY

- Permite criar novas politicas encadeando com as ja
existentes

- Permite visualizar informacdes de utilizacao

- Separa politicas por categorias

Novo Police Studio

e Interface unificada para usuarios do Gateway e do
Vordel Director

* Baseado em Eclipse (RCP / Rich Client Platform)

e Editor de Politicas “Multi-tab policy editor”’:
-re-organiza janelas,

-navegacao através de historico,

-busca de filtros

e Ajuda pesquisavel em Eclipse

e Possibilidade de extensao através de plugins Eclipse e
(Criados pela Vordel) |

SIZE CONSULTORIA



Vordel XML Gateway: PERFIS DE AMBIENTE

<:Svor‘def

* Permite editar a User Store /
Certificados / Listeners e Conexdes

externas separadamente da configuracao
de core (politicas)

* Possibilita atribuir configuracdes para
cada ambiente alvo

* Controla a versao de cada perfil de
ambiente separadamente

Process Deployment” Dexany. —— == T S ST T s

. Deployment Time: [Mon. 03 May 2010 16:39:38 +0200

Deployed By: admm

Configuration Type Environmental Profile Versior Comment Created Synchronation Status
| Core Configuration QA Core Configuration v |3 | « | Configuration lcaded fre Mon, 03 May 2010 16:06:57 +0 In Sync

User Store QA User Store ~ |8 | «+  Added User Jason Mon, 03 May 2010 12:18:13 0 In Sync

e N - - - - - A . _r - - - - - -

Discard Changes | | Deploy

| TR——




Vordel XML Gateway: SUPORTE A WS-POLICY

<:Svor‘def

Do you wish to secure this virtual service? V!

Vel Service Chent Gatoway

- Select the policy that the Gateway wil enforce for messages that £ receves

* Adicionado WS-Policy Enforcement para securky Pocy

. . oaway Nl»:}r ,
ambientes Web Services et s Yok N .

Tha chent must authenticate with a WS-Securty UsarnamaToken with
hash paseword

* Pode escolher a politica a aplicar, bem —
como forgar assinatura / criptografia (REQ reues Pokcy

Encrypt SOAP Body

/ RESP) The SOAP Body must be encrypled

Response Policy
EnCrypt SOAP Body

The SOAP Body must be encrypted

p—




SOAP Fauilt 7
=)
SOAP Fault handiing

Name: |SOAP Fault

SOAF Fault Format
s Usa SOAP version from message Use SOAP version 1.2 () Use SOAP version 1.1

Fault Namespace: |http://ww,vordel. com/soapfaults

V! Indent SOAP Fault

Fault text ${circuit falure.reason)

SOAP Fault Contents

For security reasons items indicated by * should not be used in production enwronment
¥/ Show datailed explanation of faulk

[[] Show filter execution path*
[ Show stack trace*

[} Show current message attributes*

Help Next > Finish | Cancel

* Novas opcoes de detalhamento das falhas SOAP
foram adicionadas a versao 6




P St || = cenificate
| service.name "

: o1 \=>Content Filtering
contentbody ] i [
h-o Message Trace Scripting language filter
tracé.dau Implement the nvoke in script function for manipula

! properties
5
)4

. WA SLA Filter StockQuoteService Name: |Message Trace
T

P ——
v Script | Filter attributes
content. body —
http.headers | Required | Generated | Consumed

http.request verb .
Attributes required by filter
7J Call 'Route to Internal Services’ - y

http.body
hitp.destination host

cantent.body

* E possivel adicionar informacdes sobre os
atributos das mensagens requisitadas, geradas e
consumidas a um script




ateway: MUDANCAS EM HOSTS REI\/IOT(%_S'(')

Svordel

'_m_-. Remote Host Settings™ |

General Addrosses  Advanced

Addrocses to ute instead of DNS lbokup

e Suporte a Balanceamento de carga
(Load Balancing) baseado em tempo de
reposta (melhor servidor sera o mais
utilizado)

* Nivel de ranking indica a prioridade em
gue cada servidor sera requisitado

Add | Ede  Delste

Load balancing

e As estatisticas sobre o tempo de Louc saancing Agorthm.  wegnies by response time
] H o H 2 Period to wait before response time is haived: | 10000
resposta utilizam um algoritmo “half-life

oK Cancel Holp

e Suporte a proxy transparente




VORDEL POLICY DIRECTOR

Defina politicas centralizadas de gerenciamento para rede de Gateways XML e
Firewalls XML

> Politica para Gerenciamento de Tempo de
Vida
> Simplifica a migracao através do Contqure he ety for motie st
desenvolvimento, teste, validagéo e na o —_—
implantacdo em producéo
> Logs Centralizados

> Armazenamento de todas métricas para analise
posterior

> Politica de Armazenamento Flexivel

> LDAP, Bancos de Dados Relacionais e XML ou
file system

> Rapida Replicacao da Rede de Infraestrutura
XML

> Facilidade para a rapida criagao de novos
gateways e firewalls

> Rastro Auditavel de Politicas

> Arquivamento de todas transacgoes relacionadas
em suas Politicas

> Provisionamento de novos Gateways XML e
distribuicdo de Politicas

Assign hosts to security circuits

SIZE CONSULTORIA



VORDEL REPORTER

Visao completa das informacdes sobre seus Web Services através de Relatorios
customizaveis

>

El e =

Tela de Relatérios Customizavel E‘

s e
-
— i —_— S ewrm Bew Berw b G

Analise de Uso dos Servigos e e TR
> Rastreie e analise 0 uso dos servi¢os ==

Avaliacao de Performance 2
> Rastreie laténcias, tempos de resposta g-w—;— 5 5

e alertas de erro o E

Tuning dos niveis de Threshold dos servicos i e !
> Otimize o nivel e a performance de servicos individualmente

Auditoria e logging
> Interface para gerar relatorios sobre todas as transacoes dos Web Services

Causa Raiz - Analise de dados
> Determine gargalos e anomalias nos servigos

Relatério de Gerenciamento de Excessoes

> Relatorio de ocorréncias anormais dos servigos

————

SIZE CONSULTORIA



REPORTER / MONITORAMENTO EM TEMPO REAL

Real time monitoring

< » 4+ [Blihep:/172.16.219.199:8090/monitoring/ fapp-c34 1 &86bf-selectecindex—0
(I #i Apple VYahoo! CoogleMaps VouTube Wikipedia Popularesw Noficias (82)v

htps( ) 172.16219.199:8090/Nie/ . !

(] Q' Coogle

Real time moakonng f

-

Realtime monktoring

Systam uptme: 0:26:22

| Status

Audit & Alort messages

Remote hosts Web Services

Messages processed by the system

Passed messages

[——y

Bletked messages

CPrY utilization:

falleg messages

Free memory: 582 MB

) ~ - A A

18:30:15 18:31:55 18:33:35 18:35:15 18:36:58

Totsl messagen processed: 158 (Pesscd: 77, Dlocked: 80, lalled:

Message menitoring s enabled

1)

Average lood (speed) since start: 0.1 messagea/scc

1015 18

18:30:15 18:31:55 18:33:35 18:35:15 18:36:55

Dhaploy charta fori (o) 33, () S min. () L hour

Displeying charts for 5 second Intervas for last 10 m nutes

Time 1w Message id Source Root ereuit
2010/05/04 18:38:45 1¢-0000012864203275-0000000000 chas7-19 Wttp://127.0.0.1:8080/5181e 5t Malapaiiy
2010/05/04 10:36:45 1¢-00000128€42¢3940-0000000000564076-20 htp://127.0.0.1:8080/slatest MalaPolicy
2010/05/04 18:35:44  1¢-000001286420361-0000000000801284-18 nep: /121, {B080/sIatest Maispolity
2010/05/04 16:36:44 1¢-00000323642¢3616-0000000001 60€796-20 hizp://227.0,0.1:8080/slate st MalaPolicy
2010/05/04 16:35:44 16-00000128642038¢4-0000000001351c98-25 htto://127.0.0.1:8080/slatest NalaPolicy

Meossage path for message id: 1d-00000128642839/0-0000000C00564073-20 Source: ttp://127.0.0.1:0080/3latest

Message version 0
7~- I"lamﬁo‘ncy
- Call 'Stockguate Threat Policy’ « Result; FAILED
= Stotkguote Threst Policy
Black Unvantod Attachmants - Racult: PASSED

»

POSY /slotest MTT#/3. L
Centent-Type: application/cosp-xml

<txml vernon="1.0" encoding="UTF 3" standalone="ne"? »

<soapll:Envelope xmins:soapl2="htp: /fwww w? org/2003/05/co0a0-envelope” >
<500012:Bogy>

<mo:getPrice xminsins="hitty i/ /cuickitart.somples/xsd">

~
Threatening Content - Result: PASSED <l Zers or One occymences >
<pasymbol>abo</ns aymbel>
Must be SOAF 1.1 message - Resul: FASSED </ns getPrice>
XML Complaxity - Result PASSED </soaple:bogy>
vl 2apl2:Envel
Maximum Messaaes - Result: FAILED [z] [frmave otk i

* Visualizacao de Payload (Configurado no Gateway)

* Indicacdo visual de mensagens aprovadas, bloqueadas e falhadas

[1




SCRIPTS BASEADOS EM ANT

" <field name="name" volio=—UEvIa MoIngG”/ > T ' o —
<field name~"password” value-"fred"/>

t/addEntity>
saddEntity es="downloodedConfig"” parentiey="addedUser" type="UserAttridute'>

<field name="pttributeName® value="role"/>

<field name="ottributevalue” value="Software Engineer®/>
«/oodEntity>

tdeleteEntity es="downloaded(onfig™>

.'.—-h“

<findEntity stortPoint="certstore"” type="Certificate” FieldNome="dname" value="(N=tguifox Secure Global eBusiness (A-1, O=Fquifax Secure Inc., (=US"s
</FindEntity»

<shorthand keye"/[Certificctes]name~-Certificate Store/[Certificote]dnome~CU-Class 1 Public Primary Certification Authority\, O-&quot;VeriSign\, Inc.&quot;\, C-US":!
</shorthand>

n——

| S,

e Configuracao do Gateway através de linha de comando
e Nova cobertura de tarefas ANT:
* Download / Upload de configuracao

e Adicionar / Atualizar / Deletar entidades
e Importar / Exportar




VORDEL SOAPBOX Cgvorﬂdef

Teste de Performance, escalabilidade e seqguranca dos Web Services

> Teste de Stress de Web Services antes do
deploy

> Mensagens SOAP de exemplo
> Inicio rapido com mensagens ja criadas

> Configure a Encriptacao/Desencriptacao XML
> Simplificacao destas funcoes

> Inclusao/Remocao automatica de
Marcadores de Seguranca

> Insercao/Remocao automatica de marcadores para
acelerar o processo de testes

> Adiciona anexos SOAP facilmente

> Indice de chaves Grafico

> Carregue varias chaves e certificados digitais sem a
utilizacao de ferramentas de linha de comando

SIZE CONSULTORIA



VORDEL SOAPBOX

il ¥ordel SOAPbox i o
(i

File Options Security  Extras  Help

Bald 20 mwkst {7 ? e
LIRL: "uttp:,l',l'wel:uservices.cndingtheweb.cu:um,l'l:uin,l'qu:utd ;I "
Lox

SOAP Action: I"urn:xmethods-qutd#getQuote"

Request/Response  Security Tokens I .ﬁ.ttachmentsl

=¥l version="1.0" encoding="ut-8"7=
—=zoap.Envelope ¥mins:soap="http:'schemas.xmlsoap.orgisoapienvelope’ xmlns:r
—=z0apHeader= EXML-Signature is a standard for representing dizital
—awsse Security xminswsse="http:'schemas.xmlsoap.orgws/2003106/secext": signatures in XML. S04 Phox allows you to sign SOAP
—Edsig:Signature |d="d-0000010eeGbefed?-0000000000000000" xmins:dsig=" ressages and SOAP attachments.
+=dsig:Signedinfos= s
—=dsig: Signaturevalues= E——
hhnc+kzBriMPOIZ Uy FupZHET AP IFH2ZIJF ZMLUZTFPYMEQdR GnPted 4G4 4 Create SAML Assertion...
=fdsinSignaturetalue=
—=dsig:Keylnfo ld="ld-0000010eethefed7-0000000000000001" =

{ Create xML-Signature... |

Security fAssertions Markup Langnage (SAMIL) is a

+=dsigX50aDatax standard for representing and transporting securitsy
<itsigKeylnfos statemﬂ.nts.. S04 Fhox a]lo.ws.j,rou to crfaate SAML
=fdsig: Signature= authentication and anthorization assertions.
=hwzse Security= More...

=izoap:Header=
==znap.Body soapencodingStyle="http:’schemas. xmisoap.org/soapencoding™ =
=n:getduote= Use XL Encryption to encript message so that only
=Isoap:Body= intended recipients can decrspt.
=lgoap Envelope=

{ Create XML Encrypted message. .. |

< Configure Authentication. .. |

Luthentication tokens are nsed to identifyy the sender
andior onginator of a SOAF message. S04 Fhox can
authenticate using either anthentication tokens or
session-level authentication.

Ivlore...

K | o
¢S VORDEL Send
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Q&A PERFORMANCE Cgvordef

» O appliance Vordel foi totalmente construido pensando, na velocidade de
processamento de XML e nas funcOes que acumula como encriptacao,
autenticacao anti virus etc.

» O Vordel Gateway VX4000 pode processar até 10 vezes mais trafego XML
gue uma aplicacao padrao como BEA, IIS, WebSphere, etc. Estas aplicacbes
precisam trabalhar com diversos outros fatores, e ndo sao eficientes em
XML. Especialmente em se tratando de funcionalidades de seguranca como
WS Security, SAML, encriptacao, assinaturas, etc..

» Encriptacdo: quando feita no XML Gateway ao invés do ESB, esta funcao
tem uma aceleracéo de mais de 15 vezes. Ha casos em que se passou de 8
para 200 transacoes por segundo, apenas se fazendo o off-load de fungcoes
do ESB. Assim o XML Gateway executa funcOes como autenticacéo e
encriptacdo muito mais rapido que um ESB.

» Ganha-se em média 4 vezes em desempenho quando se retira XML
Schema, XSLT, XML Signature e encriptacao XML do servidor de aplicacao
e se colocam estas funcbes num appliance VS4000 XML Gateway.

SIZE CONSULTORIA



CASES DE SUCESSO

Mercado Financeiro
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CONECTORES ADD-ON VORDEL Cgvorﬂdef

> Gerenciamento de Identidade
> CA Siteminder
> Tivoli Access Manager
> RSA Cleartrust
> Oracle
> Entrust Getaccess

> AntiVirus Scanning
> McAfee
> Sophos
> Symantec
> Gerenciamneto e Relatorios de Sistemas
> SNMP
> Syslog
> OPSEC
> Checkpoint
> Legados
> Enterprise Connect
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Case 1:Ericsson Mobile Telecoms Case Stufiy$vordel

Vordel’s products are part of a "Service Delivery Platform” which
uses XML to link telecoms systems together.

Parlay-X is the XML standard used
Required validation of the Parlay-X traffic

Required lookup of subscriber information from databases, and the
on-the-fly population of subscriber data into XML fields




Solution Architecture
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Solution Benefits

e Subscriber information is looked up and populated into XML
on-the-fly

e Messages are cached on a per-service basis, taking load of
the application server

e Audit trail is kept of all transactions

e XML Validation is performed outside of the application server
on dedicated hardware

e More high performance

e XML threats are screened before the reach the application
server




Case Study 2: Allianz Insurance

e Deployment in VMWare virtual machine
e Requirement to validate RPC style SOAP messages
e Normally, this means that XML Schema cannot be used

e Solution converted on-the-fly to document-style SOAP, so that
Schema can be used




Insurance Solution

o Authentication and screening of XML files which contain
insurance proposals

e The XML Gateway runs under VMWare, so that new instances
of XML Gateways can be brought on-stream quickly
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Case Study 3: SAP Logistics Case Stud

Requirement to screen XML which is being used in a logistics
network

Schema validation
Authentication
Credential mapping into SAP XI System




Logistics Solution

e XML processing overhead is taken off SAP XI
e The Vordel XML Gateway validates the XML according to SAP

Schemas
e Access control for SAP XI is placed in the hands of operations
staff
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Case Study 4: Mazda- content-based routing Cgvomlef

Mazda use XML to link to their dealer network.
They had the following requirements:

e Authentication using WS-Security

e Authorization to be checked using stored procedures against a
database

e "Can User X access Resource Y”

o Apply XML Schema Definition (XSD) files to XML data coming
from the dealers

e The ability to route XML data to different back-end systems
depending on the country code

e [i.e. https://xmlgateway/au/* goes to one destination while
https://xmlgateway/nz/* goes to a different destination




Solution configured in Vordel Policy Studio Cgvopdef

e The Vordel Policy Studio makes the configuration of
conditional policies graphical and simple.
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Case Study 5: Spanish Government Cgvomlef

XML is used to link government departments together

Vordel products used to manage the XML traffic
- Apply policy controls

- Keep audit logs

- Validate XML

- Ensure quality of service

XACML and SAML are used to interface with an existing, home-
grown, identity management system called “"SILCON"”




Spanish Social Security Department
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M.A.P (Ministerio Public Admin) M.A.P (Ministerio Public Admin)

Other Govt Departments

Intranet Administrativo (e.g. Dept of Agriculture)

Internet

Iplanet Web Server (for Web applications)
Vordel XML Gateway

On a single Sun Solaris machine

Custom-built authorisation system
called "SILCON"

Natural and ADABAS for data store
EntireX Communicator

On IBM 05/390 Platform
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